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1 Glossary

Term

Accredited person

Accreditor

ACCC

ADI
ADR
AFCA

Affiliate

Applicant
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Definition

An accredited person means a person who has
satisfied the Data Recipient Accreditor that it
meets the criteria for accreditation specified
in the Consumer Data Right Rules and has
been accredited by the Data Recipient
Accreditor.

Data Recipient Accreditor - currently the
Australian Competition and Consumer
Commission.

Australian Competition and Consumer
Commission

Authorised deposit-taking institution

Accredited data recipient

Australian Financial Complaints Authority

A person accredited to the sponsored level
and in a sponsorship arrangement is known as
an affiliate of its sponsor. A person does not
need to have sponsored accreditation to
enter into a sponsorship arrangement as an
affiliate, but will need it to make the
consumer data requests.

A person who submits an application for
accreditation as an accredited person.
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Associated person

CDR

CDR Participant Portal

CDR Register

CDR Rules

Data holder

Participant

Sponsor
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A person involved/or could be involved, or
who would be involved if accredited, in
decision making by the applicant or
accredited person or who has the ability to
significantly impact another person’s
management of CDR data. For a body
corporate - an associate of another person or
associated entity has the meaning given to it
under the Corporations Act 2001.

Consumer Data Right

The online mechanism to create a CDR portal
account, complete and submit an
accreditation application, register as a data
holder, manage and update a participant’s
information.

Register of Accredited Persons

Competition and Consumer (Consumer Data
Right) Rules 2020

A holder of CDR data.

A data holder or an accredited data recipient
participating in the CDR regime.

An Unrestricted ADR who has entered into a
sponsorship arrangement with a sponsored
ADR. The Sponsor must collect data for the
Affiliate. A Sponsor can have many affiliates.

Glossary - 6



Register and Accreditation Application Platform - Participant Portal User Guide

Sponsored Accredited Data Recipient
(Sponsored ADR)

Sponsorship Arrangement

Unrestricted Accredited Data Recipient
(Unrestricted ADR)

A Data Recipient who is able to obtain
consent from consumers to receive their
data, however they cannot collect data
directly from a data holder and must do this
through an unrestricted accredited data
recipient (Unrestricted ADR) with consumers'
consent when a sponsorship arrangement is in
place.

A sponsorship arrangement is a written
contract between a person with unrestricted
accreditation (the sponsor) and another
person (the affiliate).

A Data Recipient who is able to obtain
consent from consumers and collect data
from data holders without any restrictions for
all designated sectors.
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2 About the Participant Portal

2.1 Overview

The Consumer Data Right (CDR) aims to give consumers greater access to and control over their
data. It will improve consumers’ ability to compare and switch between products and services,
and will encourage competition between service providers, leading not only to better prices for
customers but also more innovative products and services. Banking is the first sector to be
brought into the CDR.

The CDR Participant Portal (Participant Portal) is the online mechanism through which a data
holder can complete the data holder registration process and a legal entity/person can complete
and submit an application to become an accredited data recipient. The Participant Portal is also
the place for CDR participants - data holders and accredited data recipients - to update and
manage their information and view the CDR Register of Accredited Persons (CDR Register).

This guide aims to provide information and guidance to assist CDR participants on the key
features of the Participant Portal.

For more information, visit the https://www.cdr.gov.au/.

Note: Before you make the initial request to access the Participant Portal for your
organisation, it is highly recommended you read this guide to ensure you have all the
relevant details at hand.

2.2 Services available in the Participant Portal

The Participant Portal can be used by an organisation to:
« register as a data holder
« submit an application for accreditation
« invite and manage users
e manage an organisation’s details

* manage brands and software products.

About the Participant Portal - 8
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3 Creating a Participant Portal account

3.1 Who can create a Participant Portal account?

Only potential CDR participants need a Participant Portal account. An initial primary business
contact is responsible for creating an account for their legal entity through the Participant
Portal. See the Appendix of this guide for more information about the primary business contact.

Note: The initial primary business contact for a legal entity must be a person who is
listed on the organisation’s Australian Securities and Investments Commission (ASIC) or
Australian Business register record (ABR), or the equivalent foreign business record if the
organisation is a foreign entity. For example, a director, company secretary or an
authorised contact listed on the organisation’s business record.

3.2 Information needed to create a Participant Portal account

A primary business contact will need the following information to create an account.
Organisation details

« Your organisation’s ABN or ACN (for Australian entities). You can use the search box in the
request form to match your ABN or ACN with the corresponding ABR/ASIC record in order
to progress your account creation in the Participant Portal . For non-Australian entities
you will need your relevant business registration number.

« Your Personal details - Only an authorised contact or office holder of the organisation can
make a request to create a CDR Participant Portal account. An authorised contact or office
holder is a director, company secretary, associate or a person listed on the organisation’s
Australian Business Register / ASIC record.

Please ensure that you are an authorised contact or office holder for your organisation and
your personal details entered in the form match your personal details as recorded in your
organisation’s Australian Business Register record or Australian Securities & Investments
Commission record.

If these authorised contacts are out of date, please update your business details on the
relevant business register. If your organisation’s authorised contacts have recently been
updated on the ASIC/ABR business register, it may take up to 4 weeks for the changes to be
reflected in our business database before we can verify your organisation’s details.

« Organisation address - The registered address for service must be a physical address
associated with your organisation, it cannot be a PO Box. If the service of notice address in
your organisation’s Australian Business Register or ASIC record is a PO Box, please update it
to a physical address.

If your organisation’s address for service has recently been updated with the Australian
Business Register or ASIC record, it may take up to 4 weeks for the changes to be reflected
in our business database before we can verify your organisation’s details. Your
organisation’s registered business address (e.g. principal place of business) may be the
same as your registered address for service.

« The electronic address for service for your organisation (i.e. email).

Creating a Participant Portal account - 9
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» Whether your organisation is a foreign entity. If your organisation is a foreign entity, you
will be required to have a local agent and provide their electronic and physical addresses
for service.

Initial primary business contact details

« the initial primary business contact’s email address
« the initial primary business contact’s mobile phone number.

3.3 Complete the request to create an account in the
Participant Portal

1. To complete the request to create an account in the Participant Portal as an initial primary
business contact, open an internet browser and navigate to https://portal.cdr.gov.au . The
website works best on Microsoft Edge, Internet Explorer version 11, or Chrome on Windows
and Safari, or Firefox on Mac OS.

2. Select Request access to CDR.

Creating a Participant Portal account - 10


https://portal.cdr.gov.au

Register and Accreditation Application Platform - Participant Portal User Guide

'f":::'i Consumer -
1.,5;} Data Right —

Welcome to the CDR portal

A CDR Participant Portal account is reguired if seeking to apphy for ‘

scereditation or if YOUr organisation is required to be a data holder.

With a COR Participant Portal account, you Can manage your

organization’s participationin the COR.

Sepr i 1 the portal 41

Don't have an account

W¥'you are tha Primary Business Contact for your orpanisation, to sign into the COR Particioant Portal, you will need to recutst coas 3nd have 3 Misrosalt sccount

Oince socess has been prasted, your Microsob sccoumt will be used for Puiti-factor authentication

Oimee ke Primary Dosimess Contnornas srented 58 JroaLan thEy Sre s 3l e Sutas 58 B sng | 5ers fae IA SrEEA R,

Request access Create a Microsoft account

Ta pesssarees, reagess 3 COR parseizans partal 0o ms, Wl meed o hyae 3 M ozrazade sresgme far posmentsge e

Plazse reac our OB Parsizizans Partal User Guids  for furthar infiormation
nafare proceas ng

—_—

(- Cresse Microsolt sccount 2 -)

Contact us (4 Blessurees 2
Comsumer

Data Right

s

Dizclaimer and coevricht [0

3. Complete all mandatory questions on the form (all questions are mandatory unless marked
optional).
4. Search by your company ABN or ACN. On clicking Next, the system will validate your

details against ABN/ASIC business records to find a match. If you have provided invalid
details, you will be notified with a message including the option to search again.
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Consumer A=A
\(. ) DataRight Signinto the portal =)

Create an account

All questions are mandatory unless marked optional

Organisation details

Please provide the following details for your organisation. These are the organisation details that will be entered on the CDR register
when required.

Start ¢ Search ABN Confirm ABN Personal Address Submit

Australian Business Number (ABN) or Australian Company Number (ACN) *

e If you have recently registered your business, your ABN or ACN may take up to 4 weeks to appear in our business
database before we can verify your organisation’s details. If this is the case, please try again later. For further
information about creating a CDR Participant Portal account please refer to the CDR Participant User Guide (4.

Enter your ABN or ACN and select 'Next' to confirm

|

Contactus 4 Resources 7 Privacy 2 Accessibility

)) Consumer

Data nght

Australian Government Disclaimer and copyright 2 Terms and conditions 3

5. Confirm the ABN/ACN details and click on Next.

6. Complete the personal details section by answering all questions and mandatory fields. On
clicking Next, the system will validate your details against ABN/ASIC business records to
find a match. If you have provided invalid details, you will be notified with a message
including the option to update details again.

U') Data Right Signin tothe portal #)

Create an account
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All questions are mandatory unless marked optional

Organisation details

Please provide the following details for your organisation. These are the organisation details that will be entered on the CDR register
when required.

Start «  SearchABN «  ConfirmABN + Address  Submit

Personal details

e Only an authorised contact or office holder of the organisation can make a request to create a CDR Participant Portal
account. An authorised contact is a person listed on your organisation’s Australian Business Register record (ie ABN),
and an office holder is a director or company secretary listed on the organisation’s Australian Business Register record
(under “Associates”) or on your organisation’s Australian Securities & Investments Commission record (ie ACN). If
these authorised contacts or office holders are out of date, please update your business details on the relevant
business record.

If your organisation’s authorised contacts or office holders have recently been updated on the relevant business
record, it may take up to 4 weeks for the changes to be reflected in our business database and before we can verify
your organisation’s details.

First name *

i l

Last name *

| l

Contact details

Email address *

| l

Email confirmation *

| l

Primary mobile phone number *

Enter the primary mobile number in international format, such as +61 412 345 678

[ Provide a telephone number l

Secondary phone number (optional)

Enter the secondary number in international format, such as +61412 345 678

| l
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PreVinus m

7. Under the search address section, complete the address details for each field as
highlighted. Once the search fields are provided, the system will match the search address
fields with ASIC/ABR business records and ask you to confirm the full address if there is a
match. If you have provided invalid details, you will be notified with a message including
the option to update the address details again.

=
@)’ et Signin to the portal =)

Data Right

Create an account

All questions are mandatory unless marked optional

Organisation details

Please provide the following details for your organisation. These are the organisation details that will be entered on the CDR register

when required.

Start #  Search ABN «  Confirm ABN Personal + Submit

Organisation Address

e The registered address for service must match the ‘Registered Office’ address listed in your Australian Securities &
Investments Commission record if you are an ACN holder and the ‘Service of Notice Address’ listed on your Australian
Business Register record if you are an ABN holder. Please ensure your Registered Office address is correctly listed in
the relevant business record. Please note this must be a physical address and cannot be a PO Box.
If your organisation’s Registered Office address has recently been updated with the relevant business record, it may
take up to 4 weeks for the changes to be reflected in our business database and before we can verify your

organisation’s details.

Search address

Street name *

Example: If your address is 121 Exhibition Street, please enter 'Exhibition’ only, no address type (street, road, avenue etc.) or number.

Suburb *

State *

[ Select v l

Postcode *
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Electronic address for service

Email address *

Confirmation of Business Address

Is the registered business address the same as the registered address for service? *

o Yes o No

8. Submit the request to create an account. On submitting your request, the system will
validate the information you have provided. If you have not answered all mandatory
questions or you have provided an invalid answer, you will be notified that the form could
not be submitted including the reason/s why. You then have the option to update the
information and resubmit your request.

Creating a Participant Portal account - 15
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Sign In to the portal <)

Create an account

All questions are mandatory unless marked optional

Organisation details

Pisase provide the fallovwing decails far your arganitaticn. Thete ane the srganisazion decails that will be ereced on the CDR
negister whn redquired

Seart o Entity o  SearchABN o ConfirmABN o Personal &  Address «

Confirm

Electronic Address for Servioe

samplefeneloom

PEC Mobile phane number

=&l 123 .56 TES

Ei | conzent to my personal information (as defined in the Privacy Act 1988) being collected, used, and disclosed,
for the purposes specified in the Terms of Use Agreement. *

Ei | have read and agree Lo the terms presented in the Terms of Use agreement. ©

Tarmng of Ll Bgrassrenr i

fr“? Carsurer
g

Dara Righe
Dieschpemeer gndd o ghe 2 Termres and corgitsores o

9. Once the form has been validated, you will be shown a page confirming your request has
been granted with a unique ‘access request’ number.
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’f’ﬁ} L Sign In 1o the portal =]
l"-'.'-'.' Diata Right

Access Request

0 Access Granted

Your request for access to the Consumer Data Right (CDR) Participant Portal has been approved, You will receive an email with next steps. 1f you

have any bsues Inthe process, please contact CORtechnicaloperations@acoc sovau

Your access request number is ARD08814

You will also receive a confirmation email with your unique access request number with further
steps.

3.4 Activate your Participant Portal account

Once your request to create an account has been approved by the CDR Team, you will receive an
activation email with instructions on how to activate your account.

Follow the instructions within the activation email to activate your account.

Once your account activation process is complete, you will be able to log in to the Participant
Portal. Note you must use the same email address used to create the account. If you have
problems during this step, please contact us via the CDR Technical Operations mailbox
CDRtechnicaloperations@accc.gov.au.

Note: You have 7 calendar days to activate your account before your unique security
token expires. If your token expires before you complete this step, please contact us via
the CDR Technical Operations mailbox CDRtechnicaloperations@accc.gov.au.

Example email: Participant Portal account confirmation

Creating a Participant Portal account - 17
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Your CDR Participant Portal account has been created.

To activate this account, you will complete the steps below to create and/or link to a Microsoft
account.

Step 1 - Creating a Microsoft account

If you do not have a Microsoft account used to register with the CDR Participant Portal, you can
create one prior to proceeding. You can create a Microsoft account by clicking here and following
the on-screen instructions or you can proceed through a password-less sign in if you are unable
to create a Microsoft account. You do not need to complete this step if you already have a
Microsoft account associated with your e-mail used to register with the CDR Participant Portal.

Step 2 - Associating your account with CDR

Please click here and sign into the CDR Participant Portal. If you are using a Microsoft Account for
CDR Participant Portal access, then choose the Microsoft Account option to link your account
with CDR. Otherwise, you can Sign-In with Email and use a one-time code sent to your
nominated email address.

Step 3 - Setting up your Mobile Authenticator

Follow the on screen instructions to set up the Microsoft Authenticator app on your mobile
device.

Step 4 - Activating your CDR Participant Portal Account

Once Step 2 and Step 3 have been completed you will be redirected back to the CDR Participant
Portal and asked to provide the token below to activate your account.
Security Token

zUrp2qUG93bvMz2b2E3MZ2W-6Jr9GAfNZe6zMVWEZP-
QoN1UHCiDMHs3UipzdI3kd3S061q0Dym5fBHW7QjxcZKLO-QPpCsGvWky61VuyfkGW-
uXyCi5ZxdTlzx3twuLrTAuvug2EPTbxGymRUJd43XUHY5vsMkcCe0lQgGOA00-

Step 5 - Sign in
You can now sign into your CDR Participant Portal account.

Creating a Participant Portal account - 18
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4 Logging into the Participant Portal

1. Access the Participant Portal by opening an internet browser and navigating to https://
portal.cdr.gov.au/ . The website works best on Microsoft Edge, Internet Explorer version
11, or Chrome on Windows and Safari, or Firefox on Mac OS.

=
i3y Consumer

':EB Data Right

Welcome to the CDR portal b /

A COR Parzicipant Portal sccount 5 required if seak

ation or if your crganisy

B® Microsoft

organisaticn’s participation in the COR.

S e the geortad #1

Don't have an account

‘Inae the Srimary Burioese SonaTtNaE COEHIRE 30 2TT0WTL PN INE TIEN 258 12 3uTar B aEE Tena | VR e BN BrEEn TN

Request access Create a Microsoft account

vl red 13 havw 3 Misreas® acseent far auttenticaten.

To prs starbec. razen

1 Pactal Lines tor forthar adormaton
sefzrepraceesing

Saaneresd sur
Beguert sooms s DR

2. Log in to the Participant Portal using your Microsoft account login details.

3. Every time you log in, you are required to authenticate using the Microsoft Authenticator
app. If you do not have this installed or setup, refer to step 3 in your activation email.

4. The first time you log in to the Participant Portal, you will need to enter the security token
from the ‘Participant Portal account confirmation’ email you received. If your token
expires before you complete this step, please contact us via the CDR Technical Operations
mailbox CDRtechnicaloperations@accc.gov.au.

T S
Era}‘ R Sign into the portal =)

- Drata Right

Redeem your security token

" Security token [ ipe PG Popad UK e Y 20l Tevg GO blnytyda- 1vK PP 1 32 m THDOPOTMEnC e -cilgna FToEVIE- 2pYe- MO USRS TND

Logging into the Participant Portal - 19


https://portal.cdr.gov.au/
mailto:CDRtechnicaloperations@accc.gov.au

Register and Accreditation Application Platform - Participant Portal User Guide

5 Managing users in the Participant Portal

The Participant Portal supports multiple user roles with different permission profiles so that
participants can effectively manage their organisation’s information. For more information on
supported user roles, please refer to the User roles and permissions in this guide.

5.1 Inviting participants

A primary business contact can invite additional users within the organisation to have access the
Participant Portal, including other primary business contacts. There may be multiple users for
most roles.

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation from
the top navigation menu.

2. Select User list from the left side navigation menu. You will be shown a table listing all
current users (first name, last name, email address and role of the person) within your
organisation.

3. Select the Invite user button on the top right of the table.

4. The New user screen is displayed. From here you can invite a new user and assign an
access type (role) to their account.

5. Choose the access type you want to assign to the new user. A user’s role can be modified at
any time.

6. Complete required fields in the form and select Invite.

Organisation

Organivstion A [ — Invite & new user

User list
Access type

Forsonal details
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Your invited user will receive an email requesting them to activate their Participant Portal
account. New users will need a Microsoft account and need to setup and log in to the Microsoft
Authenticator app to use the Participant Portal.

You will receive an email detailing the updates you made on the Participant Portal. Once invited
users have activated their account, you can manage their access through the organisation’s user
list.

Note: To invite a user to participate in multiple entities, you can do so by selecting the swap
organisation menu item at the top of the primary navigation.

5.2 Users across multiple legal entities

A participant may be a user for more than one organisation. For example, Jane Smith could be
the primary business contact for Blue Green Pty Ltd and Purple Pins Pty Ltd both of which have
Participant Portal accounts. Jane may also want key members from each organisation to
participate in both Participant Portal accounts.

Note: If there are no multiple legal entities associated with you as a user, you will not
see the Swap organisation menu item in the Participant Portal.

To invite a user from one of your Organisation accounts to participate in a different
Organisation:

1. Log in to the Participant Portal at https://portal.cdr.gov.au . Notice the page will show the
organisation you are a member of and your allocated role.

2. To invite a user from a different Organisation account, select the Swap organisation button
to display the Select an organisation screen.

3. Select the other legal entity - in this example, the Organisation A.

4. To invite the user to the other legal entity, follow the same steps as mentioned in 4.1
inviting Participants.

Only a primary business contact can invite a user from one organisation account to also be a user
for a different organisation account via Swap Organisation menu item.

Hello Ruhi Select an organisation

Welcome to the CDR participant portal, Your active organisation: AT INVESTMENTS PTY LTL

Active crganisation

 applications 8 Your organisation O vour profile AART INVESTMENTS PTY Organisation A
LD Yo roke Frimary Buginess Caneaer

st o erganination
13 Swap organisation
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Consumer * E ﬂ ﬂ

@ s
\'_.’,. Data Right Home Applications Organisation Participation

Hello Ruhi

Welcome to the CDR participant portal.

Active organisation: Organisation A
Your role: Primary Business Contact

[E Applications &= Your organisation O Your profile
13 swap organisation

i Note: When the primary business contact in this example logs in again - they will see the
legal entity and role that they last logged in with. In this example, user is now the
primary business contact of Organisation A legal entity.

5.3 Modifying a user’s access

Only a primary business contact can modify a user’s access or role within the Participant Portal.
However, there can be multiple primary business contacts on an organisation’s portal account.

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation from
the top navigation menu.

2. Select User list from the left side navigation menu. You will be shown a table listing all
current users (first name, last name, email address and role of the person) within your
organisation.

3. Select the Edit role option for the user you want to modify.

4. Choose the access type you want to assign to the user. A user’s role can be modified at any
time by an authorised user (i.e. by a primary business contact).
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Organisation Hi Ruhi

you're acting as Primary Business Contact

Organisation A for Organisation A

Explore this section User list
iy Below are the users linked '_Q'.IC\J’:’EJ‘EEZQ“
T — m
Agresments First name
- A Last name 4+ Email address Role Actions
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5.4 Removing a user’s access

Only a primary business contact can remove a user from the Participant Portal. Removing a user
is performed from the User list - see example below.

When a primary business contact removes a user, a note is shown advising that this step is
irreversible, and the selected user will no longer be able to log into the Participant Portal. If the
user previously had roles in multiple legal entities (refer to section 4.2 Users across multiple
legal entities), they will no longer have access to the legal entity that the remove action is
performed on.
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6 Data holders

The Participant Portal allows prospective businesses to register as a data holder and manage
their organisation’s information.

Data holders can:

 register as a data holder in the appropriate CDR sector/s

» create, update and remove brands

» have their organisation’s primary business contact invite other users with other roles
within their organisation to manage their participation in CDR

» request certificates and update their brand details, endpoints and authentication details,
and submit their endpoints and authentication details for review.

6.1 Complete data holder registration

Registration as a data holder on the Participant Portal will only be accepted if an applicant is a
data holder under section 56AJ of the Competition and Consumer Act 2010, including accredited
persons to whom reciprocal data holder obligations apply.

A primary business contact or authorised business contact can initiate data holder registration on
the CDR Participant Portal by following the steps below:

1. Log into the Participant Portal at https://portal.cdr.gov.au and select the Applications
button.

2. Click the Register button to open the data holder registration application form.

Sign out G

= mer aw =] = - e =1
@) s

Home Applications Organisation Participation Profile Swap org

i i iE
App I ' catl DI ':Ju'r:r-":scl.-r'r_: 2z Primary Business Contact

Organisation A for Organisation A.

Home » Applications
[& startan [& startan [& Register (B View your
accreditation accreditation applications
application application Register as.a see all of your
{unrestricted (Sponsored data holder in applications and their
Ievel} Ievel} the CDR, SLATUS.
] Apply 1o be accredited
dasad pient at the
sponsored level
= > > >

Select an appropriate CDR sector.
Complete the declaration and click the Register button to submit the form.
Once submitted, you will be shown a message confirming your registration.

Following registration, data holders must complete on-boarding activities before becoming
active in the CDR ecosystem. You will receive an email detailing these activities. Further

A
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information about on-boarding can be found in the https://www.cdr.gov.au/for-providers/
on-boarding-for-data-holders .

6.2 Reciprocal data holder obligations

If you are an accredited data recipient and are seeking to register as a data holder, when you
click the Register button, you will need to check the check box confirming that your organisation
is registering as a data holder in the banking sector based on reciprocity obligations under the
CDR Rules.

Once registered as a data holder, you will receive a message confirming your submission and
advice that the CDR Team will follow up to discuss details of your application or to request
additional information.
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/ Data recipients

7.1 Accreditation levels

There are currently two accreditation levels: Unrestricted and Sponsored.

7.1.1  Unrestricted

An unrestricted accreditation allows a data recipient to obtain consent from consumers and
collect data from Data Holders without any restrictions for all designated sectors.

There are two types of unrestricted accreditation applications:

1. Full unrestricted accreditation application

a. All applicants who are not ADIs will be required to complete the full unrestricted
accreditation application.

b. Asample full unrestricted application form can be viewed on the Consumer Data
Right website under sample application forms.

2. Streamlined application

a. Existing Data Holders who are ADIs meet the criteria for streamlined accreditation
and may instead complete the streamlined accreditation form. This application
requires reduced information than full unrestricted accreditation application.

b. Asample streamlined application form can be viewed on the Consumer Data Right
website under sample application forms.

7.1.2  Sponsored

An applicant intending to participate in CDR via a sponsorship arrangement with an unrestricted
accredited data recipient (ADR) will be required to complete the sponsored accreditation
application.

A sample sponsored accreditation application form can be viewed on the Consumer Data Right
website under sample application forms.

7.2 Accreditation application

7.2.1 Start an accreditation application

We recommend you read the following guidance before commencing your application to better
assist you with understanding the requirements of accreditation.

1. Accreditation Guidelines

2. Supplementary Accreditation Guidelines: Insurance

3. Supplementary Accreditation Guidelines: Information Security

4. Accreditation Controls Guidance

Only a Primary Business Contact can start and submit an accreditation application. To do this,
the Primary Business Contact will need to:
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1. Log in to the Participant Portal at https://portal.cdr.gov.au. Select Applications from the
top navigation menu.

2. Select the relevant Start an accreditation application tile based on the accreditation level
you wish to apply for.

S - ol
@» Consumer :=] - - (<] = Signout G

Data Right Applications Organisation Participation Profile Swap org

Applications HiEm

you're acting as Primary Business Contact

... for Organisation A.
Organisation A or Organisation

Home > Applications

E‘f Start an Df Startan Df Register B Viewyour
accreditation accreditation applications
appllcatlon appllcatlon Register asa See all of your
(U nrestricted (Sponsored data holder in applications and their
level) IeVeI) the CDR. status.

Apply to be accredited Apply to be accredited
as adata recipient at as adata recipient at
the unrestricted level. the sponsored level.
> > > >

3. Follow the prompts to complete the application.

Once an application has been started, other users with certain roles can view and update the
draft accreditation application. For more information on user roles and permissions, please refer
to the User roles and permissions in this guide.

For all application types, you will need to:
1. Confirm and agree with the way your personal information, provided in your application,
will be used and handled.
2. Give general background information about your legal entity.

3. Provide details about all the products/services you will be offering to consumers if
accredited.

4. Provide, under the information security section:

a. a self-assessment and attestation form if you are a sponsored accreditation
applicant
b. an assurance report if you are a full unrestricted accreditation applicant

. Complete the remainder of the form.

ul

7.2.2 Edit your application

An accreditation application with a status of ‘draft’ can be edited. An application cannot be
edited once submitted.
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To edit an application with a draft status:
1. Log in to the Participant Portal at https://portal.cdr.gov.au. Select Applications from the
top navigation menu followed by the View your applications tile.

2. Find the relevant application and under the Actions column select Edit for the application
you want to edit.

3. Select Save and continue button during navigation of each of the sections that are edited.

/f:'\\)) Consumer E = 9 L= Signout

N n
U.‘ Data Right Applications Organisation Participation Profile Swap org

Applications HiEm

you're acting as Primary Business Contact
for Organisation A.

Organisation A

Home » Applications > View your applications

Application list

Below are the applications linked to your organisation.

| WARNING:
.
From time to time accreditation application forms will be updated to reflect changes to the CDR Rules and/or information requirements. When an
application form has been superseded, recently commenced or modified draft applications will have 2 weeks to complete and submit the form
before it is no longer editable and a new form will be required.
Superseded draft applications may be viewed and/or withdrawn.
Data recipient applications - unrestricted level [ Q ]
Application ref Applicant Started by Modified on Status Actions
Edit
DRAP001106 Organisation A Mahendra Hewa 12/01/2023 1:06 PM Draft Withdraw
View

7.2.3 Finalise and submit your application

Depending on the application type and your responses to questions on the application form, you
will be shown a tailored list of documents that you need to upload before submitting your
application.

Upon submission, you will be shown a success screen confirming your application has been
submitted.

You will also receive an email with your application number.

To check the status of your application at any time, log in to the Participant Portal at https://
portal.cdr.gov.au and select Applications from the top navigation menu then View your
applications.
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If you have any questions about your application, please contact us via the CDR Technical
Operations mailbox CDRtechnicaloperations@accc.gov.au.

7.2.4 Withdraw a draft application

If you no longer wish to continue with your accreditation application, and the application has a
status of ‘draft’, it can be withdrawn by a Primary Business Contact.

To withdraw a draft application:

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Applications from
the top navigation menu followed by the View your applications tile.

2. Find the relevant application and under the Actions column select Withdraw.

/(;—:\j) Consumer = = = o =1 Signout G
Q)

Data Right Applications Organisation Participation Profile Swaporg

Applications HiEm

you're acting as Primary Business Contact

Organisation A for Organisation A.

Home > Applications > View your applications

Application list

Below are the applications linked to your organisation.

WARNING:

From time to time accreditation application forms will be updated to reflect changes to the CDR Rules and/or information requirements. When an
application form has been superseded, recently commenced or modified draft applications will have 2 weeks to complete and submit the form
before it is no longer editable and a new form will be required.

Superseded draft applications may be viewed and/or withdrawn.

Data recipient applications - unrestricted level l Q ]
Applicationref Applicant Started by Modified on Status Actions
Edit
DRAPO01106 Organisation A Mahendra Hewa 12/01/2023 1:06 PM Draft
View

7.2.5 Withdraw a submitted application

A Primary Business Contact can withdraw a submitted accreditation application by submitting a
change request.

To withdraw a submitted application:

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation from
the top navigation menu.

2. Select Change request from the left-hand navigation menu and select Notify or request a
change.
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3. Under Change type select Withdraw submitted application.
4. Select the application that you would like to withdraw and select Submit request.

=X a8
@)} Consumer (1) E ﬁ ﬁ 9 =2 Signout

Data Right Home Applications Organisation Participation Profile Swap org

Organisation HiEm

you're acting as Primary Business Contact

isati for Organisation A.
Organisation A or Organisation

Explore this section

Notify or request a change

To notify or request a change, please select one of the options below and provide the required information.

Legal entity
Update addresses

User list Required fields are marked with a red asterisk [ * ) and must be filled in to update.

Change request |

Agreements Change type *
Reports Select an option below to update its details
CDR sponsorship arrangement (O Information in support of accreditation

CDR representative arrangement [© Withdraw submitted app\fcation]

Surrender accreditation
(O Notifications (CDR Rule 5.14)

O Amend arule 9.4 report

O Other changes
Withdraw a submitted application
Here, you can withdraw an application that is currently being reviewed by the ACCC.

Select application *
[ [ =]

Reason for application withdrawal

7.2.6 Incomplete applications

An application will be returned to you as a draft if it is considered to be incomplete. You will be
advised which areas of the application are incomplete and afforded an opportunity to provide
the missing information and resubmit your application.

Applications that have been returned to draft status are displayed in the Application list section
of the Participant Portal which can be edited to provide requested missing information.

The Primary Business Contact who submitted the application will also receive an email
notification advising the application is incomplete and has been returned as a draft.

7.3 Other change requests

Once an application has been submitted, a Primary Business Contact can view the submitted
accreditation application and provide further information in support of the application, request
to withdraw a submitted application, and notify or request other changes by raising a change
request from the Participant Portal. Any additional information submitted in relation to an
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application for accreditation will be considered by the Data Recipient Accreditor alongside the
original information contained in the application.

Once accredited, this capability can also be used by the accredited data recipients to notify the
Data Recipient Accreditor of any notification requirements required under rule 5.14 of the CDR
Rules.

To access change requests:
1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation from
the top navigation menu.
2. Select Change request from the left side navigation menu.
Click on the Notify or Request a change button.
4. Select the relevant change type:

a. information in support of accreditation
b. withdraw submitted application
c. notifications (CDR Rule 5.14)
d. amend a rule 9.4 report
e. other changes.
. Complete supporting information and upload documents if required.

. Click on the Submit request button.

w
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Data Right Applications Organisation Participation Swap org

Organisation HiEm

you're acting as Primary Business Contact

isati for Organisation A.
Organisation A or Organisation

Explore this section Change requests
Legal entity To make a change to your organisation or accreditation details, complete the ‘request a change’ form.
Update addresses
User list
Notify or request achange

P Change request I
Agreements Request ref 4 Status Type Date Requested By
Reports
CDR sponsorship arrangement Amend arule 9.4

CH001102 Approved 06/02/2023 EmM

report
CDR representative arrangement

7.4 Surrender accreditation
7.4.1 Submit a request to surrender accreditation

A Primary Business Contact can submit a request to surrender accreditation from the Participant
Portal. Please note that surrendering accreditation is a significant action. Once a request to
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surrender accreditation has been accepted by the Data Recipient Accreditor, it cannot be
reversed.

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation from
the top navigation menu.

2. Select Surrender accreditation from the left side navigation menu, and then select Submit
a request button to open up the form.

P &= 1=
@ Soxzim: e a e e =

Signout @
Applications Organisation Participation Profile Swap org

Organisation HiEm

you're acting as Primary Business Contact

. . for Organisation A.
Organisation A R

Explore this section Request to surrender accreditation

Legal entity

User list

Change request Request ref ¥ Requested date Requested by Status Actions

Agreements

Reports
There are no records to display.
CDR sponsorship arrangement

CDR representative arrangement

I -> Surrender accreditation |

3. Complete all mandatory fields and select the Submit request button to submit the form.
4. Upon submission, a confirmation will be displayed.

7.4.2 Withdraw your request to surrender accreditation

Before the surrender request is processed and accepted by the Data Recipient Accreditor, you
can withdraw the request from the Participant Portal.

1. From the Surrender accreditation landing page, select the Withdraw action to open the
form.
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Explore this section Request to surrender accreditation

Legal entity

Update addresses

User list Request ref Requested date Requested by Status IACHians
Change request

SUR0001026 23/11/2023 EmM Submitted -Vie“’
Agreements m ubmitte e

Reports

CDR sponsorship arrangement

CDR representative arrangement

—> Surrender accreditation

2. Provide reason for withdrawal and submit the form.
3. Upon submission, a confirmation will be displayed.
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8 Post accreditation or registration

Following accreditation or registration, participants must be on-boarded before they become
active participants in the CDR ecosystem. As part of the on-boarding process, participants must
accept the following agreements:

» Subscriber Agreement
» Relying Party Agreement

The following agreement is required in order to use the CDR Trademark:
» CDR Trademark Licence Agreement

The Trademark Licence agreement is mandatory to be signed if the participant is a Data
Recipient or both Data holder and Data Recipient.

Organisation

Organisation A

Agreement

Organisation A

Erplere thes pestinn Agreements list
: Explore this saction Relying party agreement
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Agreement

Organisation A

Agreement el ‘_"““_‘""' pastien Trade mark license agreement

Organisation A

| rwlare ihin sectian Subscriber agreement
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Participants can view both signed and latest version of the agreements in the participant portal
at all times. Select Organisation in the primary navigation> click Agreement in the left
navigation panel
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Acceptance of the Subscriber Agreement and the Relying Party Agreement is required once only,
and not subsequently when a new agreement is published.

A sponsored Accredited data recipient will only receive and accept the CDR Trademark Licence
Agreement.

If an agreement requires action, a notification will be displayed when the participant signs in. All
users within the organisation will be able to see that action is required.

All users can view the agreements, but only the legal authority contact can accept or action the
agreements within the Participant Portal.

For more information on user roles and permissions, please refer to User roles and permissions in
this guide.

Post accreditation or registration - 36



Register and Accreditation Application Platform - Participant Portal User Guide

9 Manage organisation details

Details such as your organisation details, reports, agreements and CDR arrangements can be
viewed and maintained by selecting Organisation from the primary navigation.

9.1 Maintain organisation details

Only a primary business contact has the ability to update all of your legal entity’s organisation
details. An authorised business contact, primary IT contact and authorised IT contact can view
organisation details and update selected entries. Once updated, the participant’s information on
the CDR Register will be updated with the new information.

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation.

@) Consumer [:=] = = 9 =2 signout

Data Right Applications Organisation Participation Profile Swap org

Organisation Hi Em

you're acting as Primary Business Contact

BOOST PTY. LTD. for BOOST PTY. LTD..

Explore this section Legal entity details

> Legal entity
Legal entity name
Update addresses
Organisation A

User list

Change request

Legal entity type
Agreements

Reports

CDR representative arrangement Legal entity data recipient status

Active

Accreditation Level

Unrestricted

Accreditation Number

ADRBNKS656586

Legal entity data holder status

Registered

2. The landing page displays the Organisation details in which you can update your legal
entity details:
a. logo URI
b. website URL
c. CDR policy URL
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These details can be updated by a user who has been assigned a primary business contact or an
authorised business contact role.

1. If you need to update your address, select Update addresses in the left side navigation
menu to update your registered business addresses, registered address for service or local
agent address for service and select Update to save.

The registered business address can be updated by a user who has been assigned a primary
business contact or authorised business contact role.

The addresses for service for a local agent can only be updated by a primary business contact.

Note: More information regarding the definitions of the organisation’s details can be
found in the Consumer Data Right participant on-boarding guide.

9.2 (DR representative arrangement notification

The CDR representative arrangement model allows eligible participants to access and use CDR
data without the need for accreditation in circumstances where they offer CDR-related services
to consumers as a representative of an unrestricted accredited data recipient.

The principal (an unrestricted accredited data recipient) must notify the Data Recipient
Accreditor as soon as practicable, and within 5 business days, of entering into a new CDR
representative arrangement. Likewise, the principal must also notify the Data Recipient
Accreditor if the arrangement terminates or otherwise ends as soon as practicable, but no later
than 5 business days after the event. Once notified, the Data Recipient Accreditor will verify the
arrangement and the Registrar will publish details of the arrangement on the CDR Register.

Only a primary business contact or a legal authority contact of an unrestricted accredited data
recipient has the ability to notify a new CDR representative arrangement on the CDR Participant
Portal and edit / end an existing arrangement.

9.2.1 Notify a new CDR representative arrangement

To notify a new CDR representative arrangement, follow the steps below:

1. Log in to the CDR Participant Portal at https://portal.cdr.gov.au and select Organisation
from the top navigation menu.

2. Select CDR representative arrangement from the ‘Explore this section’ menu.

3. From the landing page, select the Notify new representative arrangement button to launch
the notification form.

4. Complete all mandatory questions and submit the form.
5. Once submitted, the representative arrangement details will be displayed on the page.
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9.2.2 Edit or end a representative arrangement

Certain details of a representative arrangement can be updated, this includes the end date of
the arrangement.

To edit or end a representative arrangement, follow the steps below:
1. Log in to the CDR Participant Portal at https://portal.cdr.gov.au and select Organisation
from the top navigation menu.
2. Select CDR representative arrangement from the ‘Explore this section’ menu.

3. From the landing page, find the relevant arrangement that needs to be updated and select
Edit / end to launch the form.

4. Update the necessary information and submit the update.

Note: Once an arrangement has expired, the edit functionality will no longer be
available.

9.3 CDR sponsorship arrangement notification

A sponsorship arrangement is a written contract between an unrestricted accredited data
recipient (the sponsor) and another person (the affiliate) and provides for the sponsor to disclose
CDR data to its affiliate in response to a consumer data request.

The sponsor must notify the Data Recipient Accreditor of becoming a sponsor of an affiliate, or
the suspension, expiration or termination of a sponsorship arrangement, and must do so as soon
as practicable, and in any event, within 5 business days.
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Only a primary business contact or a legal authority contact of an unrestricted accredited data
recipient has the ability to access the CDR sponsorship arrangement notification process on the
CDR Participant Portal.

9.3.1 Notify a new sponsorship arrangement
To notify a new CDR sponsorship arrangement, follow the steps below:
1. Log in to the CDR Participant Portal at https://portal.cdr.gov.au and select Organisation
from the top navigation menu.
2. Select CDR sponsorship arrangement from the ‘Explore this section’ menu.

3. From the landing page, select the Notify new sponsorship arrangement button to launch
the notification form.

4. Complete all mandatory questions and submit the form.
5. Once submitted, the sponsorship arrangement details will be displayed on the page.

—
((‘i\l)] go?s:rpe: ‘ﬁ' E . ﬁ 9 = Sign out
‘@ DataRigh Applications Organisation Participation Profile Swap org

- .
Organisation Hi Em
you're acting as Primary Business Contact
for Organisation A.

Organisation A

Explore this section Sponsorship arra ngement details

Legal entity

Notify new sponsorship arrangement
Update addresses

User list

Affiliate legal entity Arrangement start  Arrangement end .
Status Actions
Change request name date date 4
Agreements
T ™ End
Reports AART INVESTMENTS PTY 09/01/2022 Active T
LTD arrangement
> CDR sponsorship
TI TMENT:
arransement AART INVESTMENTS PTY 31/12/2021 04/01/2022 Inactive

LTD
CDR representative arrangement

9.3.2 Notify the end date of a sponsorship arrangement
To notify the end date of a sponsorship arrangement, follow the steps below:
1. Log in to the CDR Participant Portal at https://portal.cdr.gov.au and select Organisation

from the top navigation menu.

2. Select CDR sponsorship arrangement from the ‘Explore this section’ menu. You will be
directed to the CDR sponsorship arrangement details page where you can notify the end
date of an arrangement by selecting End arrangement from the ‘Actions’ column.

9.3.3 View sponsorship arrangements

If you are a sponsor, i.e. data recipient accredited at the unrestricted level:
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» Alist of associated sponsorship arrangements will be available under ‘Explore this section’
menu --> ‘CDR sponsorship arrangement’ with corresponding affiliate details

If you are an affiliate, i.e. data recipient accredited at the sponsored level:

» Alist of associated sponsorship arrangements will be available under ‘Explore this section’
menu --> ‘CDR sponsorship arrangement’ with corresponding sponsor details
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10 Manage participation details

i Note: The Participation section only displays when a legal entity has applied to be either
a data holder or data recipient.

10.1 Maintain brand details

A brand is a specific name that is used to collectively identify a set of products and services
offered by a participant. This will be aligned to, and may or may not be the same as, a business
name that is registered to the participant’s organisation.

Participants would typically have one or more brands within the CDR. Brands can be added or
removed.

Brand can be added following accreditation or registration. To add a brand, follow the steps
below:

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Participation from
the top navigation menu.

2. Select the Add new brand button and complete the form.

3. To add additional brands, select Add new brand and complete the form.

(ﬁ'i‘j} Consumer E = = 9 3 Sign out [

Data Right Applications Organisation Participation profile Swap org

Participation Hi Emma

you're acting as Primary Business Contact

Ol'ga nisation A for Organisation A.

Explore this section

Brands Brands I‘ Add new brand I

Brand 4 Brand type Status Actions
Yp

<
m

<
=

Brand A Primary Active

To edit existing brand details, please follow the steps below:

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Participation from
the top navigation menu.

2. Select Edit against the brand that you wish to edit.
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@) Consumer

Participation HiTim

you're acting as Primary Business Contact
for HAPPY PTY LTD.

HAPPY PTY LTD

Explore this section

- renes (Ctorerns )

Brand 4 Brand type Status Actions
. . View
brand name RT Primary Active -
Edit
Rtey’ Primar Active View
s Y Edit

3. Complete the form and select Submit Request.
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Participation HiTim

you're scting as Primary Business Contact
for HAPPY PTY LTD.

HAPPY PTY LTD

Explore this section Change register details - Brand

Erands

| Mote: Changes to brand details
.

Changes to brand details are subject to.an approval process, and s such will not be reflected
immediately on the Public register. We endeavour to process thess approvals as quickly as possible. you
will be notified via email vhen your changes are applied

Brand name *

ki to your consumers (brand name), for example ‘Smarty Money'

brand name RT update

Brand description™

Provide an elevator statement for your brand, for example'Smarty Money offers products to help customers organise
encco tions and payments?

brand name RT d

| .

25 of 200D characters

Reason for brand changs *

G details.

| Far doca purpased]

‘ £

17 of 2000 characters

Proposed publication date (optional)

ACCC will publish your changes as soon as possible folloving our approval procedures. Should yeu require publication of
i a v 2ase enter your preferrad date of publication belov

[— .

4. The system will return a Success Page.
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@‘J Consumer :=] = = o 3 Signout b

Data Right Applications ‘Organisation Participation Profile Swap org

Participation HiTim

you're acting as Primary Business Contact

HAPPY PTY LTD for HAPPY PTY LTD.

Explore this section

Brands Submitted

Your request to change brand details has been submitted. Your reference number is CR0O01048.

Changes to your brand are subject to an approval process and will be updated on the Register as soon as possible.
Confirmation of your change request has been sent via email.

You can view the status of your change reques

Notification of the approval outcome will be sent to you via email.

If you have further enquiries please contact us at COROnboarding@accc.gov.au [

5. The “here” link in the Success Page will take the user to a list of the current Change
Requests

=] = - 2] =
Applications Organisation Participation Profile Swap org

Signout (@

Organisation Hi Tim

you're acting as Primary Business Contact

HAPPY PTY LTD for HAPPY PTY LTD.

Explore this section H
P Register change requests
Legal entity
Update addresses
Request ref Type Requested on Requested by Status Actions
User list
Change request CR001048 Brand 04/04/2025 Tim Smith Submitted

—> Register change requests

pallavi )
Agreements CR001020 Brand 11/02/2025 Completed View
pattanayak2
Reports
Rule 9.4 reports
CRO0Q1015 Brand 23/01/2025 Tim Smith Rejected View
Schedule 1 reports
CDR sponsorship arrangement CRO0O1014 Brand 23/01/2025 Wil Allison Rejected View

Surrender accreditation

6. The “View” link will take the user to a page that contains details of the status of the
change request.
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P Register change details
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Update addresses - .
Change register details - Brand

User list

Change request Ref number
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Agreements
Date submitted

Reports

Rule 9.4 reports 04/04/2025

Schedule 1 reports
Old brand name
CDR sponsorship arrangement

Surrender accreditation brand name RT
New brand name
brand name RT update
Old brand description

brand name RT

10.2 Maintain brand participation details

Brand participation details allow participants to manage details such as which sectors a given
brand is a data holder for.

To add brand participation details following the steps below:

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Participation from
the top navigation menu.

2. Select View against the brand that you wish to update.

3. Select Add participation and fill in the form.

Manage participation details - 46


https://portal.cdr.gov.au

Register and Accreditation Application Platform - Participant Portal User Guide

oo p—
ﬂ’-"‘-!' Data Faght = = - =

Fom Appliation Crganiation Participation

Participation

Organisation A

Brand details

Beand name

[ ) = a
Beand ope - Mems  dpplcatiens  Cugsnastien paigatian

Participation

Organisation A

Brand participation
Brand participation details

nnnnn -
— Orgarisation typs COR vector -
setisipation ope ©

=

10.3 Maintain software product details

Unrestricted data recipients can create software products which will enable the collection of
data from data holders.

Note: Only a primary IT contact and authorised IT contact can add or edit software
product details

To add new software products, please follow the steps below:
1. As a primary IT contact or authorised IT contact, log in to the Participant Portal at https://
portal.cdr.gov.au and select Participation from the top navigation menu.
2. Select the View action on the brand that the software product that you wish to update.

3. Select the View action on the brand participation that the software product that you wish
to update.

4. Select the Add software product button and fill in the form.
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To maintain existing software products, please follow the steps below:

1.

As a primary IT contact or authorised IT contact, log in to the Participant Portal at https://
portal.cdr.gov.au and select Participation from the top navigation menu.

Select the View action on the brand that the software product that you wish to update.

Select the View action on the brand participation that the software product that you wish
to update.

Select the Edit action and fill in the form.
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10.4 Maintain PKI certificates

Public Key Infrastructure (PKI) certificates are a key component used in the CDR ecosystem to
provide secure and private communications between participants. The ACCC, as the Registrar, is
responsible for issuing PKI certificates to participants. Participants will be asked to request
certificates - one for the environment the participant will test in, and one for the production
environment, as part of the on-boarding process.

Note: Only a primary business contact, primary IT contact and authorised IT contact can
request, revoke and renew certificates.

For detailed information about certificates and how to request test and production certificates,
please refer to ‘ACCC CDR Register Reference guide’ and the ‘On-boarding guide’ which can be
found on the CDR website.

To manage production or Conformance Test Suite (CTS) certificates for a brand, please follow the
instructions below:

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Participation from
the top navigation menu.

2. Select the View action on the brand that you wish to update.
3. Select the View action on the brand participation for the brand that you wish to update.
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4. Select either the Production details tile or the CTS Details tile towards the bottom of the

page to navigate to the relevant details page for the environment the certificate is
required for.

To manage production or CTS certificates for a software product, please follow the instructions
below:

1.

Log in to the Participant Portal at https://portal.cdr.gov.au and select Participation from
the top navigation menu.

Select the View action on the brand that the software product that you wish to update.

Select the View action on the brand participation that the software product that you wish
to update.

4. Select the View action on the software product that you wish to update.

Select either the Production details tile or the CTS Details tile towards the bottom of the
page to navigate to the relevant details page for the environment the certificate is
required for.

.| [
:= Production details = CTS Details
? >

Further details on requesting and managing the CTS Certificate can be found on the Maintain CTS
certificates page in this User Guide.

10.4.1 Request a production certificate

Data holder and data recipients can request for a brand or software product certificate via the
Participant Portal once a data holder brand or data recipient software products are added.
Simply select the button outlined in the image below to request a new certificate.
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Software product certificates ( Request a certificate )|

Certificate Ref Common Name Status 4 Expiry Date Actions

Download

Renew
CE001289 19117uattest.com Valid 27/07/2021
I Revoke

View

Download

CE001290 19118uattest.com Valid 18/10/2021 Revoke
View

10.4.2 Request a CTS certificate

Data holder and data recipients can request for a brand or software product CTS certificate via
the Participant Portal once a data holder brand or data recipient software products are added.
Simply select the button outlined in the image below to request a new CTS certificate.

CTS ce rtificates ‘ ! Request a (TS certificate ! |

Actions

Certificate ref 4 Common name Status Expiry date

10.4.3 Revoke a production certificate

Data holders and data recipients can revoke their existing valid production certificate. Upon
revocation, the system sends revocation data and reflects the change status in near real time to
help participants better manage their brands and software products. To revoke a production
certificate select the Revoke action and confirm your selection.
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Software product certificates ( Request a certificate )

Certificate Ref Common Name Status + Expiry Date Actions

Download
Renew

View

CE001289 19117uattest.com Valid 27/07/2021

Download
CE001290 19118uattest.com Valid 18/10/2021 Revoke
View

10.4.4 Revoke a CTS certificate

Data holders and data recipients can revoke their existing valid CTS certificate. Upon revocation,
the system sends revocation data and reflects the change status in near real time to help
participants better manage their brands and software products. To revoke a CTS certificate
select the Revoke action and confirm your selection.

CTS Certifi cates ( Request a CTS certificate )
Certificate ref + Common name Status Expiry date Actions
-
CTSCE001128 Jery sweet Valid 07/04/2023 Dovnioad
Reyvoke

10.4.5 Renew a production certificate

Data holder and data recipients can renew an existing production certificate using the
Participant Portal so that the brand or soft product can continue to transfer data securely within
the ecosystem. This option will become available 30 days before a valid certificate’s expiry date.
To renew a production certificate, select the Renew action and confirm the details of the
certificate.
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Software product certificates (" Requesta cercicate )

Certificate Ref Common Name Status Expiry Date Actions

Download

27/07/2021

Revoke
View

CED01289 19117uattest.com Valid

Download
Revoke

CE001290 19118uattest.com Valid 18/10/2021
View

10.4.6 Renew a CTS certificate

Data holder and data recipients can renew an existing CTS certificate using the Participant Portal
so that the brand or soft product can continue to transfer data securely within the testing
ecosystem. This option will become available 7 days before a valid certificate’s expiry date. To
renew a CTS certificate, select the Renew action and confirm the details of the certificate.

CTS CErtifi cates C Request a CTS certificate )
Certificate ref + Commeon name Status Expiry date Actions
j '... ol Irl
CTSCE001128 Very sweet valid 07/04/2023 r—
Renew

10.5 Maintain authentication details

Primary business contacts, primary IT contacts and authorised IT contacts can maintain
authentication details (software security token information) on the Participant Portal. For
detailed technical information about authentication, please refer to the ‘ACCC CDR Register
Reference guide’ which can be found on the Resources page on the CDR website.

To manage production authentication details for a brand, please follow the instructions below:

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Participation from
the top navigation menu.
2. Select the View action on the brand that you wish to update.
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3. Select the View action on the brand participation for the brand that you wish to update.
4,

5. To update incomplete authentication details, select the Edit action.

6.

Select the Production details tile towards the bottom of the page.

To add new authentication details, select the Add button.

To manage production authentication details for software product, please follow the instructions
below:

1.

Log in to the Participant Portal at https://portal.cdr.gov.au and select Participation from
the top navigation menu.

2. Select the View action on the brand that the software product that you wish to update.

w

No v oA

Select the View action on the brand participation that the software product that you wish
to update.

Select the View action on the software product that you wish to update.
Select the Production details tile towards the bottom of the page.

To update incomplete authentication details, select the Edit action.

To add new authentication details, select the Add button.
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11 Maintain Conformance Test Suite (CTS) details

To be able to conduct conformance testing via the CTS, the technical details of your target
testing environment must be provided to the ACCC. Authorised users are able to enrol in CTS,
submit CTS certificate request, CTS authentication details and CTS endpoints from the
Conformance Test Suite (CTS) details page in the Participant Portal.

11.1  View CTS details

To view Conformance Test Suite (CTS) details page:

» As a primary business contact, primary IT or an authorised IT contact, log in to the
Participant Portal at https://portal.cdr.gov.au and select Participation from the top
navigation menu.

» Select to View an applicable Brand. and then select to View the relevant Brand
participation.

N -3
@) gosimer A 8 & a8 o = signout &
o' g Home Applications Organisation Participation Profile Swap org

Participation Hi Emily

you're acting as Primary Business Contact
for Organisation A.

Organisation A

Explore this section

Brand + Brand type Status Actions
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Brand participation (" ada paricipaton )

Participation type

N Organisation type CDR sector Status Actions
View

Data Holder Business Name Banking New dit
Delete

i g Note: For data recipients, you will need to further select a software product.

Brand software products ( Add software product )
Product ref Mame 4+ Status Approval date Actions
DRESPOO1033 Pumpkin Hunt Inactive Wiew
DESPOO1032 Snackos Inactive View

¢ Select the CTS Details tile to access CTS information

] .
N . . 0 == .
«=— Production details == CTS Details
Access certificate details, Access CTS enrolment, certificate
authentication details and details, authentication details,
endpoints endpoints and the final report
> >

11.2 Submit CTS Enrolment

The CTS enrolment form is available to the primary business contact, primary and authorised IT
contact and the authorised CTS tester to complete.
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» From the CTS Details page, select Start CTS Enrolment.

Conformance Testing Suite (CTS)
details

Access CTS enrolment, certificate details, authentication details, endpoints and the final report for Brand A

CTS E n rOI ment C Start CTS enrolment )

Participation Type 4 Status Date submitted Submitted by Actions

There are no records to display

» The Before you start page displays information on what to expect and what information is
required to complete CTS testing. Please read carefully.

» Select Start to commence enrolment.

« In the Contact details section, you can create new CTS testers or edit and remove existing
CTS tester as required.

» To create a new CTS tester, select Add new CTS contact and provide the necessary
information.

CTS tester contact details

The people you add as CTS testers here will be finalised once this CTS enrolment form is submitted. Add new CTS contact

First Name 4 Last Name Email Actions

John Lucas john.lucas@organisationa.com

» Select Save and continue to proceed to the next section.
» In the Test scenarios section, provide details in relation to your brand or software product,
these details determine the relevant test scenarios that will be allocated.

Note: More information can be found by clicking on the hyperlinks provided.

« Complete the details and select Save and continue.
o Data Holders proceed to Step 9 (Ciphers section)
o Data Recipients proceed to Step 12 (Review section)
« In the Ciphers section, indicate which Cipher(s) your brand support and select Save and
continue to proceed.
« Complete the relevant details relating to your test data preparation and select Save and
continue to proceed.
« Complete the Network configuration details relevant to your brand and select Save and
continue to proceed.
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» The Review tab provides a view of all the details you have populated. You can view the
details by clicking on the dropdown. Once you have completed reviewing the details,

select Continue.
» To submit your CTS enrolment form, you must review and accept the details in the

acknowledgment page, and then select Submit CTS enrolment form.
» Upon submission, your CTS conformance ID will be displayed on the submission
confirmation page. Additionally, you will also receive this confirmation by email.

Submitted

Your have successfully submitted your CTS enrolment form!

Your CTS enrolment reference number is CTS101062.

o Please Note.

This is your|Conformance ID: c8c3c749-6e04-41a6-a025-10d71f001e3a.[You will need it to access
the CTS. Next, you will have to request a certificate for our test environment and apply it to your
brand. Instructions on how to request a certificate are in section 7.4 of your CDR on-boarding

guide.

e Note: The auto-generated email will contain the details to help you complete CTS next
steps, along with your Conformance ID, CTS Guidance Documentation and CTS
Connection Datasheet.

11.3 Maintain CTS certificates

Primary business contact, primary IT contact and authorised IT contact of a data holder and data

recipient can maintain their CTS certificates on the Participant Portal.

11.3.1 Request a CTS certificate

» Select Request a CTS certificate.

CTS ce rtifi cates ( Request a CTS certificate )

Certificate ref 4 Common name Status Expiry date Actions

There are no certificates to display

» Proceed to fill in the mandatory fields.
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11.3.1.1  Data Holder Server CTS Certificate type default screen

Request a CTS certificate

Required fields are marked with a red asterisk [ * ) and must be filled in o sawve.

CTS Certificate type *

| Sarr b |

CTS DMS name *

CTS Additional DNS names

CTS Certificabe signing requese *

CTS Email *

D | have read and agree to the certificate management palicies *
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11.3.1.2  Data Recipient Client CTS Certificate type default screen

Request a CTS software product certificate

Required fields are marked with a red asterisk [ * ] and must be filled in to sawve.

CTS Certificate type *

| Clieri b

CTS Certificate signing request *

CTS Email *

|:| | have resd and agree to the certificate management policies *

I: 4 Back to CT5 details :] Request CTS certificate

« When the mandatory fields have been completed including the agreement to the
certificate management policies checkbox, then the User can request a CTS certificate by
clicking the Request CTS certificate button.

11.3.2 Receive CTS certificate

» Data recipients and data holders will receive notifications on the outcome for the CTS
certificate request. An email of the outcome will be sent to the participant with either an
approval or rejection with next steps for action. The outcome will also be visible in the
‘status’ field on the Participant Portal.

11.3.2.1 Successful submission

» Upon successful request submission, an approval success page will be displayed with a CTS
certificate Download hyperlink and a button to return to an updated CTS Details page.
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o Approved

Your request for a CTS certificate for Sweeter has been approved and is ready for Download. The certificate (induding its issuing chain),
and installation instructions are provided in the CT5 Certificates section of the CT5 details.

Your certificate reference number is CTSCEDD1135.

Back to CTS details

« The CTS Details page is updated to show the certificate status as Vaild and provide actions
to view, download, revoke and renew the CTS certificate. The Renew action will only
appear when the Valid CTS certificate is approaching its expiry date.

CTS certificates ( Request a CTS certificate )

Certificateref 4+ Common name Status Expiry date Actions
Download

CTSCEDO1140 https://testcorp518.com.au | Valid 08/06/2024 Revoke
View

« The Renew action will only appear when the Valid CTS certificate is approaching its expiry
date.

CTS certificates < Request a (TS certificate )
Certificate ref 4+ Common name Status Expiry date Actions
View
i E— Download
CTSCEO0O1128 Very sweet Valid 07/04/2023
Renew
Revoke

» Data holders and data recipients can View current and historical CTS certificates from the
Participant Portal by selecting View from the Actions column.

» Viewing the CTS Certificate will provide details of the CTS Certificate and provide
certificate installation instructions.
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o Certificate installation instructions

Il this, certilicale on Lhe device where you generated the C5R for this centiflicate.
Yiou may meed 1 mstall the rool O we wse his cerlilicate. For your Convarmience,
the rool CA & also provided.

Male: Bedore irstalling these certificates, you will need 1o copy the certilicate data
into & taxl editor and Save tham as aparate files wilh p7h exlensions.

For installation instreclicons, refar Lo Uhe vendor docurmentation o s device,
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W HOWAZ TR Tk DAL Bl MVEL A ME PNl HDA B NVTLASM COMwr i LI P
dGCgUrminaHweglA DG 5 G5 b3 DIRAGLAASI A Dvwhmge CKASI BAG D b e MAPF
MpF3IBLLAAADE QLA TIKREF g a QEAT oS e ZULAHT Qe pRHUNkj
S 2GIEH b QYT 0P dR0BHA L BELG I w3k i M D RINE e DR MDA
WK NP R 2R SR I3RS G TATH S e D30 Rk CMAHL K g O
DM CFCEZ+ TR rRE LD Tl 2y DT B LA KR A DwDEh 3V TaiZl vy
nn 3L + RN TDEH LT A L TO e Hrreep+ MECZg 3Gwn BI DO Cavan LTk ™

CTS lssue date
0AM5023

(TS Expiry date
0806024
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Status

( & Back to CT5 details )

11.3.2.2  Unsuccessful submission

» Upon an unsuccessful request submission, a failed message will be displayed.
» Submissions with incorrect details will include the reason for the failure in the message
and will display the CTS certificate request details.

9 The request for a CTS certificate could not be validated and
has a CTS certificate status of Failed for the following reasons:

Irvalid CSR: Organication name mismalche C5R organization 0304 Grapes” doses no

L rinalcky "Saaee

CTS software product certificate

CTS Brand name

« A communication link failure message will request the user to try again and/or to contact
CDR Technical Operations if the error persists.

e The request for a CTS Certificate could not be validated and has a CTS
certificate status of Failed for the following reasons:

An error has occurred, Plezse try again later. If the error persists, plesse contact
CDRTechnicalOperations@acce gov.au to complets the process of requesting the CTS
certificate.

CTS Certificate

CTS Brand name

» The status of an unsuccessful request will be Failed and this status will be displayed on the
CTS Certificate and on the CTS Certificate details page.
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CTS Certificates

( Request a CTS certificate )

Expiry date

Certificate ref 4

Comman name Status

Actions

S WEEL

11.3.3 Download CTS certificate

Data holders and data recipients can download current CTS certificates from the Participant
Portal by selecting Download in the CTS Certificate Actions column.

CTS Certificates

( Request a CTS certificate )

Certificate ref 4+

Common name Status

Expiry date Actions

CTSCEOO1140

https://testcorp518.com.au  Valid 08/06/2024 Revoke

View

11.3.4 Revoke a CTS certificate

Primary business contact, primary IT contact, and authorised IT contact of a data holder and
data recipient can revoke an existing valid CTS certificate by following the below steps:

» Select the Revoke action against a valid CTS certificate.

CTS Certificates ( Request a CTS certificate )
Certificate ref + Common name Status Expiry date Actions
ownload
CTSCEQO1140 htips:/ftestcorpSi&com.au Valid 08062024
View

« In the ‘Are you sure you want to revoke the certificate’ field, select the Yes radio button.
» When the Yes radio button is selected an information warning will be displayed.
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CTS Expiry date

02062024

Status
Walid

Are you sure you want to revoke the certificate? =

() No (@) Yes

! You are about to revoke this certificate. This action cannot be
undone.

» Select an appropriate revoke reason from the CTS Revoke Reason drop-down list and click
the Revoke CTS certificate button to submit the form.

Maintain Conformance Test Suite (CTS) details - 65



Register and Accreditation Application Platform - Participant Portal User Guide

CTS Revoke reason *

Key compromised

o Key compromised

The location where the private key associated with the certificate has been
compromised and is in the possession of an unauthorised individual.

Explain why you are revoking this certificate *

( & Back to CTS details )

11.3.5 Renew a CTS certificate

Revoke CTS certificate

Primary business contact, primary IT contact, and authorised IT contact of a data holder and
data recipient can renew an existing CTS certificate within 30 days of its expiry by:

» Select the Renew action against a valid CTS certificate.
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CTS Certificates

Certificate ref +

CTSCEOD1014

CTSCEQO01018

CTSCEOQ1020

CTSCE001023

Common name

Test CTS

harshactstesting8%

harshactstesting8%.com

testDRRevoke.com

Status

Submitted

Failed

Valid

Requested

( Request a CTS certificate )

Expiry date Actions

:

07/08/2021

» Complete the certificate renewal form and select Renew CTS certificate to submit the

form.
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Renew CTS software product certificate

CTS Certificate type

Client

CTS Common name

Vary sweet

CTS Email *

:ES:EFI:E':EE:E r.com

CT5 Certificate signing request

----BEGIM CERTIFICATE REQIUEST--— -
MIDAzCCAe=CAQAwWezETMBEGA T UEAWWKN miyeSBzd2VIdDELMAKGAT UEBRMOQW U
GDAWEgNVBAEMDOSIdyETEIVDaCBX Y WidlczEPMADGATU EBwenrGU 3kbmVEM QAwDAYD
VQOQEDAVTAZVIDDECM BoGATUECwWwWTQ2Suc3VEZ XIgRGFOYSBSaWd od DOCAS WD) -

(E TR Y ol 1o T O Sl TN T ST S T T O I SRV TN SO B T T P R Tl Tl T

CTS Issue date

04/04/2023

CTS Expiry date

07/04/2023

Status
Walid

|:| | have read and agree to the certificate management policies *

( # Back to CT5 details ) Renew CTS certificate
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Note: When the certificate expiry date has lapsed, the renewal button will no longer be
available. You will need to request a new certificate using the “Request a certificate”
process.

» When the agreement checkbox is selected an information warning will be displayed.

Status

Walid

E I have read and agree to the certificate management policies *

If you renew this CTS certificate, a new CT5 certificate
. request will be made. The current certificate will remain
valid until the expiry date has passed.

« You will be notified via email of the outcome of the renewal request and the CTS
certificate details page will display both the current Valid certificate and the newly
renewed certificate.

CTS Certificates ( Request a CTS certificate )
Certificate ref 4 Common name Status Expiry date Actions
CTSCE0D1126 Very sweet Failed View
CTSCEQD1127 Very sweet Failed View

View
CTSCEQD1128 Wery sweet Valid 07/04/2023 Download

Revoke

WView

. Downloac

CTSCEQ0D1129 Very sweet Valid 08/04/2023

FE new

Revoke

11.4 Maintain CTS authentication details

When the CTS enrolment form has been submitted, the Participant Portal automatically creates
a blank CTS Authentication details entry, as shown below:
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CTS Authentication details

Name Status Purpose Actions

CTSAD001046: 001301 - CTS Incomplete DH Authentication o

Authentication Detail

Primary business contact, primary or authorised IT contact and authorised CTS tester can edit or
view CTS authentication details in the CTS details page.

11.4.1  Submit CTS authentication details
1. Select the Edit action.

CTS Authentication details

Name 1 Status Purpose Actions
CTSAD001046 : 001301 - CTS N Edit
Incomplete DH Authentication Vie

Authentication Detail

2. Enter CTS JWKS endpoint and select Submit to finish the process.
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CTS Authentication

CTS Authentication name

CTSADOO1046 : 001301 - CTS Authentication Detail

CTS Authentication purpose

DH Authentication

CTS JWKS endpoint *

Status

Incomplete

( & Back to CTS details ) m

Note: Upon submission, the record is made active and you will not be able to edit this
entry. If you need to edit CTS authentication details, please contact the ACCC via the
CDR Service Management portal or the CDR Technical Operations mailbox
CDRtechnicaloperations@accc.gov.au.

11.4.2 View CTS authentication details

To view CTS authentication details, select the View action as shown below.
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CTS Authentication details

Name Status Purpose Actions

CTSADO01046 : 001301 - CTS i
O 6:00130 Incomplete DH Authentication —

Authentication Detail View

11.5 Maintain CTS endpoints

When the CTS enrolment form has been submitted, the Participant Portal automatically creates
a blank CTS Authentication details entry.

CTS Endpoints

Name Status Actions
. Edit
CTSDHEP001026 : 001301 - CTS Endpoint Incomplete Vie

Primary business contact, primary or authorised IT contact and authorised CTS tester can edit or
view CTS endpoints details in the CTS details page.

11.5.1  Submit CTS endpoints
1. To submit CTS endpoint, select the Edit action.

CTS Endpoints

Name + Status Actions
. Edit
CTSDHEP001026 : 001301 - CTS Endpoint Incomplete View

2. Fill in mandatory details as required and select Submit.

i 4 Note: Upon submission, the record is made active and you will not be able to edit this
entry. If you need to edit CTS endpoint details, please contact the ACCC via the CDR
Service Management portal or the CDR Technical Operations mailbox
CDRtechnicaloperations@accc.gov.au.
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12 Rule 9.4 reporting

Rule 9.4 reports can be completed and lodged on the Participant Portal so that accredited data
recipients and data holders can meet their reporting obligations under rule 9.4 of the
Competition and Consumer (Consumer Data Right) Rules 2020 (Cth).

The reporting process on the Participant Portal allows participants to:

 Edit, save and submit a report at any time before the due date.
» View and download a submitted report.
» Receive email reminder about upcoming due date.

i Note: By lodging the report via the Participant Portal, CDR participants will satisfy the
requirement of submitting their reports to both the ACCC and the Office of Australian
Information Commissioner.

12.1 Lodging a rule 9.4 report on the Participant Portal

As a data holder and/or an accredited data recipient, you can start, edit and submit a rule 9.4
report on the Participant Portal by following the below steps:

12.1.1  Start and submit a rule 9.4 report

1. As a primary business contact, authorised business contact, primary IT contact or an
authorised IT contact, log in to the Participant Portal at https://portal.cdr.gov.au and
select Organisation from the top navigation menu, then Reports from the left side
navigation pane.

@} Consumer ‘ﬂ' E ﬂ ﬂ 9 = signout

Data Right Home Applications Organisation Participation Profile Swap org

Organisation Hi Emily

you're acting as Primary Business Contact
for Organisation A.

Organisation A

Explore this section Legal entity details

= Legal entity
Legal entity name

Updat
User list
Change request

Organisation A

Legal entity type

Agreements

I Beports I -

2. Based on your participation (data holder, accredited data recipient, CDR principal), you
will be presented with a summary view of your rule 9.4 reporting obligation for the current
reporting period.
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Reporting overview

Accredited data recipient reports

Reporting Reporting

Status
year period 1t
1 July - 31
2022 DJECEyr‘r‘IbE Not Started
r

View all accredited data recipient reports

Date Submitted .
Due date ) T
submitted by
30/01/2023 Start
Download

1 - Example view for accredited data recipient

CDR principal reports

View all CDR principal reports

Ent t Q J
CDR = . .

. Reporting Reporting Due date Date Submitted .
Representative . Status i Actions
N year period e submitted by
Company A 2022 1July-31 " Not 30/01/2023 2tant

pany December Started Download
1 July - 31 Not Start
Company B 2022 30/01/2023
December Started Download
1 July - 31 Not Start
Company D 2022 30/01/2023
December Started Download

2 - Example view for accredited data recipient that is also a CDR principal
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Data holder reports View all data holder reports

Reporting Reporting Date Submitted .
. Status Due date . Actions
year period 4 submitted by
1 July - 31 Start
2022 Not Started 30/01/2023
December Download

3 - Example view for data holder
3. Select Start from the Actions column.
4. Complete all mandatory questions and select Submit.
5. Upon submission, a confirmation will be shown.

12.1.2 Edit a rule 9.4 report

A primary business contact, authorised business contact, primary IT contact or an authorised IT
contact can edit a draft report any time before the reporting cut-off date.

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation from
the top navigation menu, then Reports from the left side navigation pane.

2. Select Edit from the Actions column.

Reporting overview
Accredited data recipient reports
Reporting Reporting Date Submitted .
- T Status Due date T by Actions
1 July - 31 Edit
2022 Draft 30/01/2023
December Download

3. Proceed to edit and submit the report.
4. Upon submission, a confirmation will be shown.

12.1.3 Download a rule 9.4 report

You can download a PDF copy of the report at any time by selecting Download from the Actions
column and follow the prompts.
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Reporting overview
Accredited data recipient reports
Reporting Rep.ortmg Status Due date Date_ Submitted Actions
year period submitted by
1 July - 31 Edit

f /
2022 December Draft 30/01/2023 @

12.2 Amend a submitted report

A primary business contact can raise a change request to amend a submitted report before the
due date.

To raise a change request:
1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation from
the top navigation menu.

2. Select Change request from the left side navigation pane and select Notify or request a
change.

23}y Consumer “® =] = = 0 = Sign out [

f@) Conser
k‘.’.' Data Right Applications Organisation Participation Profile Swap org

Organisation Hi Emily

you're acting as Primary Business Contact
for Organisation A.

Organisation A

Explore this section change reqUEStS

Legal entity

To make a change to your organisation or accreditation details, complete the ‘request a change' form.
Update addresses

User list
Notify or request a change

- Change request

Agreements Requestref &  Status Type Date Requested By

Beports

There are no records to display.
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3. Under the Change type, select Amend a rule 9.4 report option.

4. You can search for a submitted report by launching the lookup modal. Select a report that
needs to be amended and then click Select to confirm.

Lookup Records

CDR

3 Participation Reporting Reporting Date Submitted
Name Representative Status . .
N type period year submitted by
RR001988 -
Organisation
A-1]July-31
December Sucasa Loans 1 July - 31
v o Submitted | UV 2022 07/11/2022 EmM
2022 - Pty Ltd December
Sucasa
Loans Pty

Ltd

m( Cancel >( Remove Value )

5. Complete the rest of the form and select Submit request to complete the process.

6. When the change request is approved, you will be notified by email, and the relevant
report will be set to the Draft status to allow editing.
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13 Getting help

If you have any questions about accessing and using the CDR Participant Portal, please contact us
via the CDR Service Management portal.

Alternatively, you can contact us via email at CDRtechnicaloperations@accc.gov.au.
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14 Appendix: User roles and permissions

The Participant Portal supports multiple user roles with different permission profiles which allow participants to effectively manage their entity’s
information. Multiple users in an organisation can be assigned to each role except for the authorised CTS tester role.

Role Overview User actions Legal entity Accredited data Data holder
recipient
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Primary
business
contact

Administration role for
the participant’s activities
on the Participant Portal.
At least one primary
business contact is
required and is the first
role assigned during the
account creation process.
The initial primary
business contact must be
a person who is listed on
the organisation’s
business record

manage own
profile

view user list
invite new users
assign and modify
a user’s role
modify details of
existing users
remove a user
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view and update
organisation
details

view and accept
agreements
manage on-
boarding
Submit change
request

start, update
and submit rule
9.4 report

start, view,
update, submit,
and withdraw
“draft”
accreditation
application
create, update,
view brand and
brand
participation
create, update
and view
software product
manage
production
certificate,
authentication
and endpoint
details

submit CTS
enrolment form
manage CTS
certificate,
authentication
and endpoint
details

register as a
data holder
create, update,
view brand and
brand
participation
manage
production
certificate,
authentication
and endpoint
details

submit CTS
enrolment form
manage CTS
certificate,
authentication
and endpoint
details
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» Notify CDR
representative
arrangement
(unrestricted
ADR)

» Notify CDR
sponsorship
arrangement
(unrestricted
ADR)

» Surrender
accreditation
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Authorised
business
contact

Performs a supporting
administrator role for the
legal entity’s activities on
the Participant Portal

e manage own
profile
e view user list

Register and Accreditation Application Platform

view and update
organisation
details

view agreements
view change
request

start, update
and submit a
rule 9.4 report

» view, update and

withdraw “draft”
accreditation
application
create, update,
view brand and
brand
participation
view software
product
production
certificate,
authentication
and endpoint
details

- Participant Portal User Guide

» register as a

data holder
create, update,
view brand and
brand
participation
view
production
certificate,
authentication
and endpoint
details
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Primary IT
contact

A primary IT contact
performs an IT
administrator role for the
legal entity’s activities on
the Participant Portal.

e manage own
profile
e view user list
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view
organisation
details

view agreements
manage on-
boarding

view change
request

start, update
and submit a
rule 9.4 report

view, update and
withdraw “draft”
accreditation
application
create, update,
view brand and
brand
participation
create, update
and view
software product
manage
production
certificate,
authentication
and endpoint
details

submit CTS
enrolment form
manage CTS
certificate,
authentication
and endpoint
details

view
registration
create, update,
view brand and
brand
participation
manage
production
certificate,
authentication
and endpoint
details

submit CTS
enrolment form
manage CTS
certificate,
authentication
and endpoint
details
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Authorised An authorised IT contact
is a support role for the

IT contact

primary IT contact

e manage own
profile
e view user list
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view
organisation
details

view agreements
manage on-
boarding

view change
request

start, update
and submit a
rule 9.4 report

view and update
“draft”
accreditation
application
create, update,
view brand and
brand
participation
create, update
and view
software product
manage
production
certificate,
authentication
and endpoint
details

submit CTS
enrolment form
manage CTS
certificate,
authentication
and endpoint
details

o view
registration

» create, update,
view brand and
brand
participation

* manage
production
certificate,
authentication
and endpoint
details

submit CTS
enrolment form

manage CTS
certificate,
authentication and
endpoint details
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Legal
authority
contact

e manage own
profile
e view users list
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o view
organisational
details

« view and accept
agreements

« view change
request

view
accreditation
application
view brand and
brand
participation
view software
product

view production
certificate,
authentication
and endpoint
details

Notify CDR
representative
arrangement
(unrestricted
ADR)

Notify CDR
sponsorship
arrangement
(unrestricted
ADR)

e view

registration
view brand and
brand
participation
view
production
certificate,
authentication
and endpoint
details
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Authorised
CTS tester

The authorised CTS tester
role provides access to
the CTS to conduct
technical testing on brand
and software products.
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* manage own o view
profile organisational
» view users list details

* view agreements

view brand and
brand
participation
view software
product

submit CTS
enrolment form
view and update
CTS
authentication
and endpoint
details

view CTS
certificates

view brand and
brand
participation
submit CTS
enrolment form
view and
update CTS
authentication
and endpoint
details

view CTS
certificates
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15 Non-Prod Participant Portal Access

There are two methods of providing participant-level access to the RAAP. The first includes
having another user with access to your chosen organisation provide you access as outlined
Managing users in the Participant Portal.

The second method is via the Staff Portal which can be completed by following the below steps:

1. Log into the Staff Portal
2. Select the organisation you would like to access via the Participant Portal

:  Dynamics 365 | RAAP Staff Portal 0 Search
= & | [ showChart = Focused view New [0 Delete | O Refresh  dl Visualize this view (2 Email a Link | 2 Flow ~ (@ RunReport & Excel Templates @Y Export to Excel |
@ Home -
“ All Organisations 2 Editcolumns 7 Edit fiters + by keyword |
© Recent v

% Nemev Organisation Type ¥ Main Phone Registered Busine... v Primary Contact Email (Primary Contact) paC v prrC
S Pinned v e gsnisation Typ el v Contact (Primary Contact)
My Work & PATERSON ARCHITECTS PTY LT Legal Entity
# Dashboards Legal Entity
B Activities Business Name
e ) Legal Entity Henr
& Access Requests Legal Entity
&3 Accredited Persons Legal Entity

Agreement

&b Agreements Legal Entity
&% CDR Register B

& Legal Entity
&% Change Requests

& egal Entit
R Contact e Legal Entity
& Holiday Calendar Legal Entity

Legal Entity

€& Suspension of Ac...

Business Name

Legal Entity
Applications VPT" Legal Entity

fiction
& Applications TF Lo legalbnty . lwyPaterson

{3 Dsts Recipient Ap..

&% Streamlined Appli.

Business Name

ﬂ Staff Portal © 0 0f 17 Pag
3. Select the Contacts tab
i Dynamics 365 | RAAP Staff Portal P Search

= < B o Save @ Save & Close New &% Openorgchart [ Deactivate &, Assign [ Delete (O Refresh @ Check Access

@ H . X .
&) GHER ATF Grimes, Lewis and Hamilton - saved

© Recent v Organisation - Information

5 Pinned v Summary  Legal Entity Details Addresses  Accreditation Conditions  Suspension of Accreditation  Related -

My Work
#  Dashboards

Actvites

General
€ Access Requests

€& Accredited Persons

&b Agreements

& COR Register

€% Change Requests
R Contacts

&% Holiday Calendar
|8 organisations

&% Signed Agreements

& suspension of Ac

Applications
& Applications
€3 Data Recipient Ap

& Streamiined Appli

Bl st pora S

Organisation Details

Account Name

Entity Type

Organisation Type

Foreign Entity

Number
Country of
Registration

for Service

ADI Indicator

Energy Retailer

Registration

" ATF Grimes, Lewis and Hamilton

* Legal Entity

233024122

B Lao, People’s Democratc Republic

testautomation.pipeline.raap 003@cdrtest.com.au

No

No

4. Select “+ New Organisation Association”

2 Connect sequence  Bd Process &% View Hierarchy 18 Share v

°:sp—taap—n\epvod—den\D‘/mem—adln\mstl:&(c\ v

@ Modified on 52 PM
 Email from: 2 CDR DoNotReply Closed
AGRO1413
Dear ATF

Trade mark license agreement has
s, Lewis and Hamilton When you co

Modified on: 24/08/2023 4:29 PM

 Email from: 2 CDR DoNotReply  Closed

63 - The Trade mark license ag:
Grimes, Lewis and Hamilton When you commenced on-..

23 1:56 PM
7 Email from: 2 CDR DoNotReply Closed

AGR013201 - The Trad
Dear ATF Grimes, Lewi

icense agreement has beer
amilton When you commenced on-.

View

isation ATF Grimes, Lewis and Hamilton:

sp-raap-prepro.
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Dynamics 365 | RAAP Staff Portal O Search
= « B o ave @ Save &Close New &% Openorgchart [3 Deactivate &, [ Delete O Refresh @ Ched I Connectsequence B9 Process & View Hierarchy | 18 Share
@ Hom : ’ .
o reme ATF Grimes, Lewis and Hamilton - saved ° aap-preprod-deployment-administrator
© Recent v Organisation - Information unt
£ Pinned ~ Summary  Legal Entity Details ~ Contacts Addresses  Accreditation Conditions ~ Suspension of Accreditation  Related +
My Work

. Primary Contacts
% Dashboards

@ Activities

p5C [ Ivy Paterson
General
PITC
&8 Access Requests
&8 Accredited Persons Contacts

3 Agreements

& Change Requests (O contact T+ Email Address v Status v Role v Phone Number (Contact) ¥

R Contacts s conaos
ter testautomation pipeline.raap.003@cdrtest Active Primary Business Contact 1

4% Holiday Calendar

|8 organisations

&b Signed Agreements

€& Suspension of Ac.
Tof1 Page 1

Applications
{&  Applications
€3 Data Recipient Ap.

& Streamiined Appli

B srrpora S
Fill out the following tabs: Access Type, User Details and Contact Details

Dynamics 365 | RAAP Staff Portal P search

= = ave @ Save & Close New 2 Flow
New Organisation Association - Unsaved
v
Access Type  User details  Contact details
s Pinned v
My Work
) Organisation * {3 ATF Grimes, Lewis and Hamilton
# Dashboards
Bl Activities Role Primary Business Contact
] Previous Role
&9 Access Requests Remove User
{3 Accredited Persons
& Agreements

&% CDR Register
{& Change Requests
R Contacts

&% Holiday Calendar
@oroes

& Signed Agreements

€% Suspension of Ac.

Applications
& Applications
&% Data Recipient Ap

&3 Streamlined Appli

B serrporta $

a. Access Type: Select the role required for your testing
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i Dynamics365 = RAAP Staff Portal O Search
= o B save & Save&Close New 2 Flow
@ Hom - .
@ New Organisation Association - Unsaved
® Recent v
Access Type  User details ~ Contact details
S Pinned v
My Work

Organisation {3 ATF Grimes, Lewis and Hamilton

Primary Business Contact

#  Dashboards

B Activties

General

@ g

% COR Register
€ Change Requests
R contacts

€ Holiday Calendar

B surrora ¢

User Details: Input the Inviter (In non-production environments you can press enter
and select the first option), your first name and last name.

i Dynamics365 = RAAP Staff Portal £

New Organisation Association - Unsaved

v
Access Type  User details Contact detals
v R
My Work Personal details
% Dashboard:
Job Title
Bl Activiti
Salutation
IRl aaabht
First Name Kyle
Jagulli

% Holday Calendar

Organisations

B st pora S

Contact Details: Input your email address
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Confirm Application of Workflow

This workflow will be applied to 1 Contact.

You can monitor workflow jobs by opening each Contact and
clicking Workflows. Are you sure that you want to continue?

After a refresh, you should see an email in the Notes frame which provides instructions on
how to log in to the Participant Portal and your security token
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Once Step 2 and Step 3 have been completed you wil be redirected back to the CDR Participant Portal and asked to provide the token below to activate your account

TModified On: 10:22 AM

Follow the log in process Logging into the Participant Portal

Non-Prod Participant Portal Access - 92



Register and Accreditation Application Platform - Participant Portal User Guide

16 Schedule 1 reporting

Schedule 1 reports can be completed and lodged on the Participant Portal so that accredited
data recipients can report annually to the ACCC, as the Accreditor, on their ongoing compliance
with the information security obligations in Schedule 2 to the CDR Rules. The requirements
relating to this reporting are contained in Schedule 1 to the CDR Rules. Schedule 1 requires
accredited persons to provide either an ‘attestation statement’ or an ‘assurance report’ each year
starting with the provision of an attestation statement.

The reporting process on the Participant Portal allows participants to:

 Start, edit, and submit a report any time that are due;
» View and download a report in any status;
» Receive email reminder about upcoming due date and overdue reports.

16.1 Lodging a Schedule 1 report on the Participant Portal

As an accredited data recipient, you can start, edit and submit a Schedule 1 Attestation
statement and Assurance report based on your reporting year on the Participant Portal by
following the below steps:

16.1.1 Start and submit a Schedule 1 report

1. As a primary business contact, authorised business contact, primary IT contact or an
authorised IT contact, log in to the Participant Portal at https://portal.cdr.gov.au and
select Organisation from the top navigation menu, then Reports>Schedule 1 reports from
the left side navigation pane.

/(:\T) Consumer E = = 9 = Signout Gb
\“' Data Right Applications Organisation Participation Profile Swap org

Organisation Hi Hars

you're acting as Primary Business Contact
for Org PTY. LTD..

Org PTY.LTD.

Explore this section Legal entity details

—> Legal entity
Legal entity name
Update addresses

User list Org PTY.LTD.

Change request
Legal entity type
Agreements

Reports @ Select

Rule 9.4 reports

Schedule 1 reports Legal entity data recipient status

2. Based on your participation (accredited data recipient who has not gone through
streamline application process), you will be presented with a summary view of your
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Schedule 1 reporting obligation for the current reporting period and next 2 years that are
not submitted.

SN
(\(3\,)) Consumer =] = = o =4 Signout @
.l

Data Right Applications Organisation Participation Profile Swap org

Organisation Hi Hars

g you're acting as Primary Business Contact
org PTY.LTD. for Org PTY.LTD..

Explore this section Reporting OverVieW

Legal entity

User list

Change request
Report type Reporting year Reportingperiod  Due date Status Actions
Agreements

Reports
Rule 9.4 reports There are no records to display.

—> Schedule 1 reports

Surrender accreditation

Back to Reports

3. Select Start from the Actions column. Start action is available 3 months before the due
date.

4. Complete all mandatory fields, upload one or more files and select Submit.

5. Upon submission, a confirmation message will be shown and record will move to historical
page.

16.1.2 View a submitted Schedule 1 Historical report

A primary business contact, authorised business contact, primary IT contact or an authorised IT
contact can view the submitted reports by following the below steps:

1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation from
the top navigation menu, then Reports>Schedule 1 reports from the left side navigation
pane.

Select View historical schedule 1 reports to view reports that are submitted in the past.
Select View from the Actions column.

View all submitted details including files uploaded.

Click on the file name to download a copy of the report.

oA WD

16.1.3 Edit a submitted Schedule 1 Historical report

A primary business contact, authorised business contact, primary IT contact or an authorised IT
contact can edit a submitted reports by following the below steps:
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1. Log in to the Participant Portal at https://portal.cdr.gov.au and select Organisation from
the top navigation menu, then Reports>Schedule 1 reports from the left side navigation
pane.

2. Select Edit from the Actions column for the record that is in ‘Information required’ status.

‘)" Consumer i=] = ] o 91
L&)} pata Right
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you're acting as Primary Business Contact
for

Explore this section Reporting OverView
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Reports Assurance 1Jan 2024- 31 Calend 20/09/2024 Information View
alendar year 0/09/
Rule 9.4 reports report Dec 2024 “ ! Required
—> Schedule 1reports
: - Attestation 1Jan 2025- 31
CDRsponsorship arrangement Calendar year 30/09/2024 Not Started Start
statement Dec 2025
Surrender accreditation
Assurance 1Jan 2026- 31 o
Calendar year 31/03/2027 Mot Started
report Dec 2026

3. Upload additional documents and comments if required. User can view previous comments
and files uploaded.

4. Click on the file name to download a copy of the report that was uploaded in the past.
5. Click on submit to provide the updated report.
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